PRIVACY IMPACT ASSESSMENT (PIA)
For the
Joint Personnel Adjudication System (JPAS)

Defense Manpower Data Center (DMDC)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an “electronic collection” for the purpose of this form) collect,
maintain, use, andfor disseminate Pli about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

M (1) Yes, from members of the general public.
[l {2} Yes, from Federal personnel® and/or Federal cantractors.

53 (3) Yes, from both members of the general public and Federal personnel andfor Federal contractors.
1 (4) No

* "Faderal personnel” are referred to in the DoD IT Porifolio Repository (DITPR) as "Federal employees."

b. If "No," ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic
collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation,

c. If "Yes," then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

1 New DoD Information System " New Electronic Collection

¥l Existing DoD Information System M Existing Electronic Collection

1 Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

Y Yes, DITPR Enter DITPR System |dentification Number 6696

] Yes, SIPRNET Enter SIPRNET ldentification Number

i No

¢. Does this DoD information system have an IT investment Unique Profect Identifier (UPY), required
by section 53 of Office of Management and Budget (OMB) Circular A-117

=] Yes Ml No

If "Yes," enter UPI 007-97-01-16-02-6321-00

If unsure, consult the Component IT Budgst Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retrieved by name or other unique identifier. P1A and Privacy Act SORN
information should be consistent.

< Yes [l  No

If "Yes," enter Privacy Act SORN Identifier DMDC 12 DoD, Joint Personnel Adjudication System, October é

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNs at:  hitp://www.defenselink. mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office
Consult the Component Privacy Office for this date,
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

B Yes

Enter OMB Control Number lin the process of applying for an OMB Control Number

Enter Expiration Date

M No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) if this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate Pll. (If multiple authorities are cited, provide all that apply.)

{a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(¢) DoD Components can use their general statutory grants of authority (*intemal

housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

50U.5.C. 401, Congressional declaration of purpose; 50 U.5.C. 435, Purposes; DoD 5200.2-R,
Department of Defense Personnel Security Program Regulation; DoD 5105.21-M-1, Sensitive
Compartment Information Administrative Security Manual; E.0.10450, Security Requirements for
Gavernment Employment; E.Q. 10865, Safeguarding Classified Information Within Industry; E.O. 12333,
United States Inteliigence Activities; E.Q. 12829, National Industrial Security Program E.O. 12968,
Access to Classified Information; and E.O. 9397 (SSN), as amended.
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g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guideiines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The Joint Personnel Adjudication System (JPAS) is an enterprise automated system for persannel security
management, providing a common, comprehensive medium to record and document personnel security
actions within the Department, including granting interim clearances and submitting investigations.
Decentralized access is authorized at the nine central adjudication facilities and Dold Component security
offices. JPAS also compiles statistical data for use in analyses and studies.

Types of personal information being collected include SSN, name, and date of birth along with any records
related to security, clearance or adjudication.

(2) Briefly describe the privacy risks associated with the Pl collected and how these risks are
addressed to safeguard privacy.

Access, transmission, and storage of information protected under the Privacy Act of 1974 are subject to threats
including, but not limited to: malware, sniffing, spoofing, leakage and physical assault, as well as various natural
disasters and failures which impact either the protected data or the infrastructure upon which the data services
depend. All of these imperil, to one extent or another information availability, integrity, and confidentiality. If all
mitigations are working, there should be minimal risk to individual's privacy.

The amaunt of Pll and sensitive information retained and collected in JPAS can encompass an individual's entire
career as a potential holder/user of classified material. This information is being stored in compliance with all
applicable regulatory guidance and with the full and complete knowledge of the member. The privacy risks would
include identification of persons who have been investigated and adjudicated for potential access to classified
material. Further risks of reduced concern might be the potential focus of targeting by information collection,
tracking, or most unlikely direct harm of the individual.

h. With whom will the Pl be shared through data exchange, both within your DoD Component and
outside your Component (e.g., other DoD Components, Federal Agencies)? Indicate all that apply.

B Within the DoD Component.

Specify.  |OSD, DLA, USDI, USDATL, WHS |

X] Other DoD Components.

Specify. [JCS, USA, USAF, USN, and Reserve components l
X| Other Federal Agencies.

Specify.  |All Federal Agencies needing access ta clearance information (OPM, FBI, etc)|

[ State and Local Agencies.

Specify. i |

] Contractor (Enter name and describe the language in the contract that safeguards PIl.)

Specify. DoD contractors w/need to know & Facility clearance following National Industrial
Security Program Operating Manual (NISPOM) regulations

[] - Other {e.g., commercial providers, colleges}).

Specify. t
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i. Do individuals have the opportunity to object to the collection of their PII?

Yes [ No

(1) If "Yes,” describe method by which individuals can object to the collection of Pl
FROM SF 86 FORM:

Giving us the information we ask for is voluntary. However, we may not be able to complete your

investigation, or complete it in a timely manner, if you don’t give us each item of information we request. This
may affect your placement or security clearance prospects.

(2) If"No," state the reason why individuals cannot object.

j. Do individuals have the opportunity to consent to the specific uses of their PIl?

Yes ™ No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

By completing the SF 886, individuals are consenting to the specific uses of their PII.

(2) If "No," state the reason why individuals cannot give or withhold their consent.
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k. What information is provided to an individual when asked to provide Pll data? Indicate ali that
apply.

<] Privacy Act Statement . Privacy Advisory

] Other N None

Describe |Privacy Act Statement is provided at initiation of investigation (SF 86 form).
each

applicable
format.

NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting bf these

Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.
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